HNugopMmanonHasi naMATKAa V11 HECOBEPILLIEHHOJIETHHX 110 BOIIPOcaM

Kuoepoe3onacHocTH B cetH «HTepHED)

1. KoMmnbloTepHbIe BUPYCHI

KomnbloTepHblii  BUPYC - 3TO  Pa3HOBUIHOCTh  KOMIIBIOTEPHBIX  IMPOTPAMM,
OTJINYUTENIbHOM OCOOCHHOCTBIO KOTOPOW SIBISETCS CHOCOOHOCTh K  Pa3MHOXXEHHUIO
(konupoBaHuo). B momosHeHWE K 3TOMY, BHUPYChI MOTYT TMOBPEIUTH WJIH TMOJHOCTHIO
YHUYTOXUTH BCe (hailJibl U JaHHBIC, MOJKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHU KOTOPOTO
OblIa 3amylieHa 3apakEHHas MporpamMma, a TakKe MOBPEAUTh WM JIaKe YHUYTOXUTh
OTIEPAIIMOHHYI0 CHUCTEMY CO BceMu aillamu B 1eJoM. B  OOJBIIMHCTBE CilydaeB
paclpoOCTPaHSIOTCSA BUPYCHI UEPE3 UHTEPHET.

MeTtoabl 3alIUTHI OT BPEIOHOCHBIX MPOIrPAMM:

1. Hcnonb3yit COBpEeMEHHBIE OTNEPAIMOHHBIE CHUCTEMbI, UMEIOLINE CEPhE3HBIN
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX MPOTPaMM;

2. TlocTtossHHO  ycTraHaBiauBai matun  (UUQPOBBIC  3aIUIaTKU, KOTOPBIC
ABTOMAaTUYECKU YCTAHABJIUBAIOTCA C IEJbIO JOPA0OTKH TPOTPAMMbI) M JPYyTUE
OOHOBJICHHSI CBOEH omepanmoHHON cucTeMbl. CKauyuBail UX TOIBKO ¢ OQUIIMAIBHOTO
caiita pazpabotunka OC. Ecnu cyiiecTByeT pekuM aBTOMATHUYECKOrO0 OOHOBJICHHS,
BKJIFOYH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEpE II0J TMpaBaMH TIOJIb30BaTeNd, a He
aMUHUCTpATOpa. ITO HE TO3BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpamMm
MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonp3yl  aHTUBUPYCHBIE  MpPOrpaMMHBIE  HPOAYKTbl  H3BECTHBIX
IIPOU3BOUTENICH, C aBBTOMAaTUUYECKUM OOHOBIICHHEM 0a3;

5. Orpannyb GU3MUECKHUI TOCTYN K KOMIBIOTEPY JJIsl TOCTOPOHHUX JIHII;

6. Hcrmonb3yli BHENIHME HOCUTENHU WH(MOpPMAIMH, TaKue Kak (Quielika, AUCK WM
¢aiin u3 aTepHETa, TOIBKO U3 IPOBEPEHHBIX HUCTOYHUKOB;

7. He orkpbeiBali KOMIBIOTEpHBIC (DailsIbl, TOMyYEHHbIE U3 HEHAIEKHBIX
UCcTOYHUKOB. Jlaxke Te ¢aiipl, KOTOpbIE MPHUCIAT TBOW 3HAKOMBIN. Jlydrne yTouHu y

HCTO, OTIIPABJIAJI JIX OH TeOe ux.

2. Ceru WI-FI

C mnomompto WI-Fi  mMoxHO TOmydnTh OCCIUIATHBIA HHTEPHET-TOCTYI B

00IIIeCTBEHHBIX MecTax: Kae, OTeNsIX, TOPrOBBIX IIEHTPaX U a3pomnoprax. Tak e sIBISeTCs
OTJIMYHOW BO3MOKHOCThbIO BbIxoJa B MHTepHeT. HO MHOrme sKCHEpThl CUHUTAIOT, YTO

obmenoctynmasie WiFi cetu He ABISIIOTCS 0€30MaCHBIMM.



CoBeTbI 10 6€30MACHOCTH PadoOTHI B 0011e10CTYNMHBIX ceTax Wi-fi

1. He nepenamaii cBoi0 JuuHyr0 WHGpOpMaIUi0 depe3 obmienocTymnHbie Wi-Fi
cetd. PaboTtas B HUX, KeNAaTeIbHO HE BBOJUTH MAPOJU JOCTYIA, JOTUHBI U KaKHE-TO
HOMEpA;

2. Hcnonp3yih W OOHOBISM aHTUBUPYCHBIE Mporpammbl U Opanamaysp. Tewm
CaMbIM ThI 00€30MacuIb ce0sl OT 3aKaYKU BUPYCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonb3zoBanun Wi-Fi otkimoun ¢pynkuuio «OO0mui 10cTyn K Qainam u
npuHTepam». JlaHHas (QyHKOUS 3akpeiTa O YMOJYAHHUIO, OJHAKO HEKOTOpbIE
M0JIb30BaTENN aKTUBUPYIOT €€ JUIsl y100CTBa UCTOIb30BaHUs B paboTe WU yueoe;

4. He ucnonws3yit nyonnunsii WI-FI ana nepenaun nuuHbIX AaHHBIX, HAPUMED,
JUTSL BBIXOJIAa B COI[MAJIBHBIEC CETU WJIU B DJIEKTPOHHYIO MOUTY;

5.  MHUcnonwsyii Tonpko 3amuiieHHoe coenunenue yepes HTTPS, a ue HTTP, T.e.
pu Habope BeO-apeca BBOAU UMEHHO «https://»;

6. B MoOunbHOM Tenedone ortkmoun QyHknuio «[loakmouenne k  Wi-Fi
aBTomMaTudecku». He momyckail aBTOMaTH4ECKOTO MOAKIIOYEHUSI YCTPOUCTBA K CETSIM

Wi-Fi 6e3 TBoero corjacus.

3. ConMajbHbIe CeTH

ComnmanbHasi CeTh - 3TO CalT, KOTOPBIM MPEIOCTaBISAET BO3MOXKHOCThH JIIOASM
OCYHIECTBIISITh OOIIEHHE MEXAy coOoil B mHTepHeTe. Yamie Bcero B HUX IS KaIOTO
YeJioBeKa BBIJEISIETCSl CBOsSI JIMYHAs CTpaHWYKa, HAa KOTOpPOM OH yKas3blBaeT o cebe
pasnuuHyl0 HH(OpMAIMI0, HAayMHAs OT HWMEHH, (aMUIUU M 3aKaHYUBas JIMYHBIMU
dotorpadusimu. MHorre moJsib30BaTeIM HE MOHUMAIOT, YTO HMHGOpMAIUs, pa3MeIIeHHAs
UMU B COITMAIBHBIX CETSIX, MOXKET ObITh HAlJIEeHA ¥ MUCIIOJIb30BaHA KEM YTOAHO, B TOM YHCIIE
He 0053aTeJIbHO ¢ 0JaruMu HaMEPECHHUSIMU.

OcHOBHBIE COBETHI M0 0€30MACHOCTH B COLMATbHBIX CETSAX:

1. Orpanuupb criucok apy3eld. Y TeOs B IpY3bsSX HE JOHKHO OBITH CIIYYalHBIX U
HE3HAKOMBIX JIIOCH;

2. 3ammimai cBOK 4YacTHYIO >KM3Hb. He ykaspiBail maposu, TeiaedoHBI, aapeca,
JaTy TBOETO POXKICHHUS M JAPYTYIO JUYHYIO WHOOpPMAIHUIO. 3JI0YMBIIIJIEHHUKHT MOTYT
UCIIOIb30BaTh Jaxe HHPOPMAIMI0O O TOM, KaK Thl U TBOM POJMUTENU IUIAHUPYETE
MPOBECTH KAaHUKYIIBI;

3. 3ammumiail cBOIO pemyTaiuio - JEepKH € B YHCTOTE W 3aJaBail cebe BOMpOC:
X0TeJ Obl Thl, YTOOBI APYrUe MOJIb30BATENIN BUAECIH, YTO ThI 3arpyxaemib? [logymaii,

MIpCIKAC 4EM 4YTO-TO OHY6JII/IKOB21TB, HaIlucCaTb U 3arpy3uTh,



4. Eciu Tbl TOBOpHILIb C JIIOJAbMH, KOTOPBIX HE 3HA€llb, HE HCIOJb3YH CBOE
peanbHOE UMsI M APYTYIO JIMYHYIO HH(QOpMaluU: HMs, MECTO >KUTEIbCTBA, MECTO
y4eObl U Mpoyee;

5. U30erail pasmemenust ¢ororpadguii B WHTepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, 10 KOTOPOX MOKHO OIIPEIEIIUTh TBOE MECTOIIOJI0KEHHUE;

6. Ilpu perucrpanuu B COUMAIBHON CETH HEOOXOAMMO HCIOJIb30BaTh CIIOKHbBIE
IIapOJIM, COCTOSIIINE U3 OYKB U IU(DP U C KOJIUYECTBOM 3HAKOB HE MEHEE §;

7. Jlng coumanbHO ceTH, MOYTHI M JIPYTUX CANTOB HEOOXOAMMO HCIIOJIB30BAThH
pasHble napoiu. Torga eciu Te0sl B3JIOMAIOT, TO 3J0YMBIIUIEHHUKH MOJIy4aT JOCTYI

TOJIBKO K OTHOMY MCCTY, 4 HC BO BCC Cpas3y.

4. DJaeKTPOHHBbIE JeHbLI'H

ONEeKTpOHHBIE JIGHBIM — 9TO OYE€Hb YAOOHBIA CMOCO0 IJIATEeXKEW, OJHAKO
CYIIECTBYIOT MOIIEHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3TU JICHBIU.

DJIEKTPOHHBIE ICHBI'M MOSIBWJIMCh COBCEM HEJIaBHO M UMEHHO M3-3a 3TOTO BO MHOTHX
rocy/1apcTBax JI0 CUX MOP HE MPOIMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (GYyHKIMOHHPYIOT MU O HUX YK€ MPOIKCAHO B 3aKOHE, TJIE UX
pa3eNaloT Ha HECKOJIBKO BUIOB - AHOHHMHBIE U HE aHOHMMHBbIE. Pa3HuIla B TOM, 4YTO
AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MpOBOAUTH onepanuu 06e3 uaeHTUPUKANH
M0JIb30BATENsl, & B HE aHOHUMHBIX UICHTU(UKAIIMY TOJIB30BATENs SBISAETCA 0053aTeIBbHOM.

Taxxe  cinegyer  pa3nuyaTh — OJEKTPOHHBbIE  (uaTHBIE  JACHBIU  (PaBHBI
rOCYIapCTBEHHBIM ~ BalllOTaM) U  DJIGKTPOHHBIE He(puaTHbIE JEHbIH (HE PpaBHBI
rOCYJapCTBEHHBIM BAIIOTaM).

OcHoOBHbBIE COBETHI 10 0e30NACHOI padoTe ¢ 3JIEKTPOHHBIMHU JeHbI AMH:

1. TIlpuBsxu K cueTy MOOWJIBHBIM Tene@oH. DTO camblii YIOOHBINH U OBICTPHIN
Croco0 BOCCTAaHOBUTH JOCTYN K cyeTy. I[IpuBsi3aHHBIN TenedOH MOMOMKET, €CIu
3a0yienb CBOW ITUIATEXKHBIA TMMapojib WM 3aiJenlb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. HWcmonws3yét omHOpa3zoBble mapoiu. Ilocme mepexona Ha  YCHICHHYIO
aBTopu3aiuio Tebe yke He OyneT yrpokarb OMAacHOCTh Kpa)Ku WJIM IepexBaTa
IJIATEKHOTO MapOJIs;

3. BwiOepu cnoxwsblil maponb. [Ipectynankam OyaeT HE MPOCTO yraiaTh CIOKHBIHN
naposab. HanexxHele mapoiam — 3TO mapoiu, KOTOPBIE COAEPKAT HE MEHEe 8 3HAKOB U
BKJTIOYAIOT B C€0SI CTPOYHBIEC U TIPOMHUCHBIE OYKBBI, IU(PHI 1 HECKOJIBKO CUMBOJIOB, TAKHE
KaK 3HaK jJosuiapa, pyHTa, BOCKIMIATENbHBIN 3HaK U T.I. Hampumep, StROng!;;

4, He BBOJIH CBOHM JIMYHBIC JAHHBIC Ha CaﬁTaX, KOTOPBIM HEC JOBCPACIIb.



5. DiaeKTpoOHHAA MOYTA

ONEKTpOHHAsT TOYTa — OTO TEXHOJOTHUS M MPENOCTaBISEMbIE €I YCIYIHM IO
NEPECHUIKE M TOJYYEHHUIO JJIEKTPOHHBIX COOOIIEHHM, KOTOpBIE pACIPENEISIOTC B
KOMIIbIOTEpPHOM ceTH. OOBIYHO 3JEKTPOHHBIA MOYTOBBIM SIIUK BBITJSIUT CIEAYIOLIUM
oOpa3zoM: uMs_IOJIb30BaTeNII(@UMs_JoMeHa. Takke KpoMe MepeAadyd MPOCTOro TEKCTa,
MMeEEeTCsl BOBMOXKHOCTh MepeaBath (pailibl.

OcHoBHBIE COBETHI 10 0e30macHO padoTe ¢ JIEKTPOHHOM MOYTOM

1. Hano BbIOpaTh npaBUIIbHBIN MOYTOBBIA cepBUC. B IHTEpHETE €cTh OrpOMHBIN
BbIOOp OeCIIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIyUIle JOBEPSATH TEM, KOTO 3HACIIb
Y KTO [IEPBbIN B PEUTUHTE;

2. He yka3piBaii B J1M4YHON mouTe JOUYHYIO WH(popmanuio. Hampumep, nydine
BbIOpATh «MY3bIKaNBHBIA _(haHaT(@» uinu «pok2013» BmMecTo «remal3;

3. Hcnonp3yil ABYX3TalHYIO0 aBTOPHU3ALMI0. DTO KOTJla MOMHUMO MapoJisi HYXHO
BBOJIUTH KO/JI, MPUCHUIaAEMbIi 10 SMS;

4. BpiObepu ClOXHBIM Mmapoiib. JJis KakIOro MOYTOBOTO SIIHMKA JIOKEH OBIThH
CBOU HAJICKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5.  Ecnu ecTh BO3MOXXKHOCTb HAlKCcaTh CaMOMY CBOW JIMYHBIA BOMPOC, UCTIONB3YH
9Ty BO3MOXHOCTb;

6. Hcmonb3yii HECKOJIBKO MOYTOBBIX AMIUKOB. [IepBbIi 111 9aCTHOM MEPENUCKH C
aapecaTaMH, KOTOPBIM Tbl JOBepsiellb. OJTO JJEKTPOHHBIM agpec HE Halo
UCIOJIb30BaTh PU perucTpanuu Ha popymax u caiTax;

7. He oTkpsiBaii ¢aiiiasl U Apyrue BIOKEHHS B MUChMaX JIa)Ke €CIM OHU IPUIILIH
OT TBOMX Jipy3ei. Jlydlie yTouHH y HUX, OTIIPABIISUIM JIX OHU TeOe ATH (aiiiIbl;

8. Ilocne okoH4aHusi pabOTHI Ha IOYTOBOM CEPBHCE MEPE 3aKPHITHEM BKIIAJIKU C

caiiToM He 3a0y/Jb HOKaTh Ha « BRIATHY.

6. KnoepOvJaJIHHT WJIH BUPTYVAJbHOE U31eBATEJbCTBO

KubepOymmar — mpecinegoBaHue COOOMIEHUSMU, COJEPKAIMUMUA OCKOPOJICHHUS,
arpeccvio, 3alyruBaHue; XYyJIWTAaHCTBO; COIMAIbHOE OOWKOTUPOBAHHE C TOMOIIBIO
Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBeTHI 110 00pble ¢ KHOEPOYIIMHIOM

1. He Opocaiicst B 60ii. Jlyummii cmoco6: TOCOBETOBATHCS Kak ceOsl BECTH U, €CITN
HET TOro, K KOMy MOXHO OOpaTHThCS, TO BHaualle YCIOKOUThCSA. ECiiM Thl HauHElIb
OTBEUaTh OCKOPOJICHHSIMH Ha OCKOPOJICHHS, TO TOJBKO €ImIe OOJbIle pa30KKellb
KOH(JIMKT;

2. Ymupapnsi cBoel KuOeppemyTaue;



3. AHOHMMHOCTb B ceTH MHUMasi. CylIecTBYIOT CIOCOOBI BBIACHUTh, KTO CTOUT 32
AHOHHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJWUTaHCKUW oO0Opa3 BUpPTyalnbHOM xu3HH. HHTEpHET
(¢ukcupyer Bce TBOM JEHUCTBHUS M COXpaHSAET HUX. YJaIUTh UX OyJIeT KpaiiHe
3aTPYyIHUTEIBHO;

5. Benu cebs BEXKIUBO;

6. UrHopupy¥t enuHUYHBIN HeraTuB. OHOPA30BbIE OCKOPOUTEIBHBIE COOOIIEHUS
Jydiie UrHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTauu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOILEHUSMH, B
COLIMAJIBHBIX CETAX €CTh BO3MOXXHOCTb OJIOKMPOBKHM OTHPaBKU COOOLIEHUH C
OIPEAEIICHHBIX aIpECOB;

8. Ecmu Tbl cBumerens kubepOyiimHra. TBoW NeWCTBHS: BBICTYIUTH MPOTHUB
[peciaenoBares, I[OKa3aTb €My, 4YTO €ro JCHCTBUSA OLEHUBAIOTCS HETaTUBHO,
HNOJIIEPKATh JKEPTBY, KOTOPOM HY)XHA IICUXOJOTUYECKass TIOMOIIb, COOOUIUTH

B3pPOCJIBIM O (paKTe arpeCCUBHOIO MOBEJICHUS B CETH.

7. MoouabHbIN TeJedoH

CoBpemenHble cMapT)OHBI M TUIAHIIETHI COJEpKaT B ce0e BIIOJHE B3POCIbIN
(GyHKIIMOHAN, U TENEeph OHU MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMU KOMIIbIOTEpPaMHU.
OpHako, CpencTB 3alIUThI JJI1 MOJOOHBIX YCTPONCTB MOKAa OYEHb Majio. TecTUpoBaHUE U
NOUCK YSI3BUMOCTEN B HUX NPOUCXOAUT HE TaK MHTEHCUBHO, Kak mia IIK, To ke camoe
KacaeTcs U MOOWJIbHBIX MPUIIOKEHUN.

CoBpemeHHBIE MOOWIIBHBIE Opay3epbl yXe MpaKTUYECKd JOTHAId HACTOJIbHBIC
aHaJOTH, OJHAKO pacIIMpeHHe (PYHKIIMOHAJAa BeYEeT 3a COOOW OOJBIIYIO CIOKHOCTh U
MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOUZBOAMUTENTH BBIMYCKAIOT OOHOBIEHUS, 3aKpbIBAOIINE
KPUTUYECKHUE YS3BUMOCTH IS CBOUX YCTPOMCTB.

OcHOBHbBIE COBETHI /1M1 0€30MACHOCTH MOOMJIBHOIO TeJiepoHA:

1. Bynp ocTtopokeH, Beab Koraa Tede mpeasiaraloT OecIuIaTHhIA KOHTEHT, B HEM
MOTYT OBITh CKPBITHI KAKUE-TO MJIATHBIE YCIYTH;

2. Jlymaii, mpexzae uem otnpaButh SMS, poto wim Buneo. Tel TouHO 3HACIIB, T1IE
OHH OyIyT B KOHEYHOM HTOTE?

3.  Heo06xoanMo 0OHOBISATH ONMEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

4. Hcnonb3yil aHTUBHPYCHBIE TPOTPaMMBbI JJ1s MOOMIIBHBIX TE€NE(OHOB;

5. He 3arpyxail mpuiokeHHsI OT HEU3BECTHOTO HCTOYHHKA, BEllb OHU MOTYT

COJIEpKaTh BPEJIOHOCHOE ITPOrPaMMHOE 00CCIICUCHUE;



6. Ilocie Toro kak Thl BBIMJEIIb C CaidTa, IA€ BBOAWI JUYHYIO MH(OpMAIHIO,
3aiiin B HACTPOIKU Opay3epa u yaanu cookies;

7. llepmoanyecku MpoBepsidi Kakuve IUIATHbIE YCIYTW aKTHUBUPOBAHBI HA TBOEM
HOMeEpe;

8. JlaBail cBoil HOMEp MOOWIBHOTO Tele(OHA TONBKO JIOASM, KOTOPBIX ThI
3HAeIllb U KOMY JI0BEpSIEIIb;

9. Bluetooth nomkeH ObITh BBIKJIIOYEH, KOrJa Thl UM HE Mojib3yemibes. He

3a0bIBail MHOT]a TPOBEPATH ITO.

8. DHIIHHT WJIH KpaxKa JUIHbIX TAHHbIX

['maBHas uenb ¢umuHr - Buga MHTEpHET-MOLIEHHUYECTBA, COCTOUT B MOJYYEHUH
KOH(UEHIMATBHBIX JAaHHBIX MOJb30BaTeNied — JIOTMHOB M mapoJied. Ha anrnuiickom
a3bike phishing yntaercs kak ¢pumuHr (ot fishing — puiOHas 0B, password — naposib).

OcHoBHBIE cOBeTHI 10 00pb0e ¢ GUIIMHTOM

1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl mojgo3peBaelib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOUTUTH aIMUHUCTPATOPaM pecypca
00 3TOM Kak MOXHO CKOpee;

2. Hcnonw3yit Oe3omacHble BeO-CaiiThl, B TOM YHCIIE, MHTEPHET-MAra3puHoB H
MIOMCKOBBIX CUCTEM;

3. Hcnone3yih cnoxkHble M pa3Hble mnapoiu. Takum oOpa3zom, ecnu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKU TOJIy4aT JOCTYN TOJIbKO K OJHOMY TBOEMY
poUITIO B CETH, a HE KO BCEM;

4. Ecnu t1ebs B3mOMali, TO HEOOXOIUMO NPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE T00aBJIEHBI y TEOS B JAPY3bSAX, O TOM, UYTO TEOS B3JIOMaIH U, BO3MOXXHO, OT
TBOETO UMEHU OYJIET pacchlIaThCs CIaM M CChIIKU Ha (DUIIMHTOBBIC CANTHI,

5. YcranoBu HanexHbIi mapoisb (PIN) Ha MoOunbHBIN TenedoH;

6. OTkiIroun coxpaHeHue mapodsi B Opaysepe;

7. He otkpsiBail (haiisibl U Ipyrye BIOKEHUS B MUChMaX JaKe €CIM OHH MPHUIILIA

OT TBOUX Jipy3ei. Jlydie yToOuYHU y HUX, OTTIPABIISIIIN JIX OHU TeOe 3TH (haiibl.



